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Underground Application Collection Method Based on Spiking Traffic Analysis
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Abstract: In recent years, with the rise of the mobile Internet, underground mobile applications primarily involved in scams, gambling,
and pornography have become more rampant, requiring effective control measures. Currently, there is a lack of research on underground
applications by researchers. Due to the continuous crackdown by law enforcement agencies on traditional distribution channels for these
applications, the existing collection methods based on search engines and app stores have proven to be ineffective. The lack of large-scale

and representative datasets of real-world underground applications has become a major constraint for in-depth research. Therefore, this

« HEWH: EEKARRHEE4£(62302101)
ARILHRG G WA A2 2L B A MBI S SCHER . RITHER . LT3R, DEAER. MIRBERHEE.
BRI R L g g S [RS8 — AR 2, AR T Ak 8 4k 1 7 B HE T
WG IS 6] 2023-09-11; &S50 [8]: 2023-10-30; SR A I 8] 2023-12-15; jos #£ 4% H Wiz [6]: 2024-01-05
CNKI [ 4% & & I [f]: 2024-04-03


http://www.jos.org.cn/1000-

i % A TFREATHAFESRAREF & 3685

study aims to address the challenge of collection of large-scale real-world underground applications, providing data support for a
comprehensive in-depth analysis of these applications and their ecosystem. A method is proposed to capture underground applications
based on traffic analysis. By focusing on the key distribution channels of underground applications and leveraging their characteristics of
mutation and accompanying traffic, underground applications can be discovered in the propagation stage. In the test, the proposed method
successfully obtained 3 439 application download links and 3 303 distinct applications. Among these apps, 91.61% of the samples were
labeled as malware by antivirus engine, while 98.14% of the samples were zero-days. The results demonstrate the effectiveness of the
proposed method in the collection of underground applications.

Key words: underground ecosystem; cybercrime; mobile app; traffic analysis
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3 LI

AFATLL 2023 £ 5 A 1 H—31 H3L 31 R #30 DNS i s 8 BHR FEIF BT, @il — R0 525, PP bR
PR IR T S B T 10 BB 77 B R I T VR I AU, AT 1 S A A G S 38 7 VR = BTG FR AR B 3.1
OB 3.27), REEISELUT 5 AN AL BE(RQ)JT @ SEER I E (58 3.3 71Y).

e RQI: AL HERITEIME~=T LNHEZD?

e RQ2: ASCITIRMCRA L IEAE I iEE 2 KT+

o RQ3: AILIH7VERR Al LA 26 7= 1] 2

o RQ4: AILTEAR LA HERGFERNA?

o RQS: ZASCT7 VAT HE S (¥ B FH 2K B A 1 L2
31 LWHE

A SG A FH Ok B BB 2 2 A A R R AL B 3l DNS B I (B & B 5K 19 DNS #2447 114DNS A 3k
PDNS ##8), S2¥amf Ay 2023 4F 6 H 15 H-24 H3t 10 K, BITREHHEN 5 & Ubuntu 18.10 R #%(16
¥, 32 GB A7) AT 73 A 2 45 1€ e FASE B ) 31 1) 4F: 55 F0 1 & Ubuntu 18.04 fR%-98(32 1%, 224 GB WAF)AT
WKACAT 8585 PR B 29 M7 1 5 1.

o T 9 BB RN Pk i S VR AR, AR SIS (KU O IR 98 AR S A SRR, N AT H s T R R AR
PEBfIg . AT SN 2 IR R, ARIESE IR AT, FRAT R B AEBE T K EEAr A 120 s, fEBEIR
ZAMBUR Y Threshold;p 9 30%, & 345 H AL BE (I 1HF A 184 7.74 h

ST H B, BA T T IIRE R R N TARIE T 500 AN EPA TP sk REA, 3EH Trancol"H AT 500 4N
LA AR, TERERLYI SRR B, BT TR BOE SR 18 401 R NI ZRSE RN AE, HAlH FA7 28 XIRIE R 5
PP R, FESERRiE AT I B, USSR S I A SRS X B AT RRAE SR AN, S FIRR A T
4.

R BEA SIS 2 ANRAE, SRS REE, AT redis 1ENR/K L5 TR, {1/ Mysql, SeaweedFS
VBRSO AR B B, B batch_size 4 100, & G 1T55 4548 M redis HHEEER 100 MT45 5, 2090 52 BT RAT %%
(e AT 55« FHESREUT S B B A RIMTSS), IR EIR G REANEIREN. 2ESWIERITED T B8 MES
V140 DR 28 4 30 I 0 R R 25 25 AL ST (8], AT $ 13 T 40 55 b B ) 2 Ak A .
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0.48 NN, FBERARII S ATRES 4 RAAFERH, KWL R A% MDS ZE G, P4 H AR
75148 NARFIB . AJFEETE 31 KA —3LR A1 H 10 921 AN B2, 3REL 3 439 NARFEI R T #gkam
3303 NN Bl R .
BE—Dhh, ASCESHT TN S BT R RO R MR, FRATII B o & R H e I — A
TR B4R T 55 MARIMR A, %I 53R 200 27 A @ ] 2 30T R G 5.
F3 ORILEMSTP KR
Gl REEA fHEEE BT N RN

SEYME 8746.96 121 803.64 222248  1079.19 751.48
f/ME 6237 87 833 1759 635 475
NI 11122 147 151 2 608 2550 1381

o RQ2: AILHTVEFURA LI UE T V5 £ KT

SRSt AR SCHR P IR SR TV I R AT VA, BT SR P @ A 0 R T R 1 0 B B R B R
VERNEME T8, BT S, AU, 3 P Hh SCEL I PR 58 Hhis FH  E L 3L 360 48 2% 51 B AT 00
P AN RLIE, ALK 50 NEPEH R R SR R &, B N FE 3 RN T
W%, F A CERE AT SO MR G R, 25, A RQL HAHFE I FRIRE W ik N I BT A R, 4R
W4, 75 Bl 3 KRG EKICELT 2 500 NMsh, FHERER 21 M, HPRZ 02 HE, REE T 40
A, FEWETT VR BT 35 80 FH SR 4R 26 (G 3R R AU TR 5 450 24 0.008 4, ST AR U7 VA BN SR 23R 0.485 6.
FHOb B, R 3T AR R T B9 7 AT CARH SR T R AR 2R 57.8 1%,

EE S & TR P VPR S L Dol

KAERIE BRI () HiRN () MARER
HIEHRG % 2500 40 0.016
ECR R e 2500 20 0.008
360 R 51 % 2500 3 0.001 2

R 5 CF ) 2500 21 0.008 4
AT CT44) 2222.48 1079.19 0.4856

o RQ3: AILHVERET AT LAA RO =T

N TR Ak A R BT, ARSI T 2RO R I HLAR 2 IR B S, X R EE M S AT R
Ak, o 24 U538 HA RI0IR Bt o [ 43 SIS B A0 00 AR vk R UG I P o B

HATBEELT 6 FhECNE S HLAG 2] 73 EBERL, 43 B P S AR B 201 B AL AR AR B 21 KONIN A2 24 1221
SVC AP ADA HAIPRT MLP BRI Jfole e af e . KEae . A B3 F1EAE 38 bR 0T fh B3 1 R,
DL E4RAR CESE 3.2 W H @ S @ AR A 1 S S 8, e R B0 g R LR 5—3& 10.

A LA R AE R, AR B BEALARARAR LY 1) 2R AR T I AR B S, 7R IR I(1,8,200)1E NS
B IE DL, A B A AR 3RO 0 26 A 97%, RERE HET U 1 a4

RS R AL 6 KNN BRI 45
(hns) HERGR EHE  HBER  F () HERGR  REHR  HBEER FI
(3,1,3) 0945 0989 0900 0.942 (3,20) 0.785  0.766  0.820  0.792
(3,1,5) 0945 0989 0900  0.942 (3,30) 0.785  0.766  0.820  0.792
(3,33) 0945 0989 0900  0.942 (3,40) 0.785  0.766  0.820  0.792
(3,3,5) 0945 0989 0900  0.942 (5,200 0730 0.730  0.730  0.730
(5,1,3) 0945  0.968 0920  0.944 (5,30) 0730 0.730  0.730  0.730
(51,5 0955 0979 0930 0.954 (5,40) 0730 0730 0.730  0.730
(533) 0955 0979 0930 0.954 (7,200 0735 0742 0.720  0.731
(53,5 0955  0.979  0.930  0.954 (7,30) 0735 0742 0720 0.731
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(ns,m)  HEWHE  HEHE  HEBER  F1

(1,4,100) 0.955 0.950 0.960 0.955
(1,4,200) 0.960 0.951 0.970 0.960
(1,8,100) 0.955 0.950 0.960 0.955
(1,8,200) 0.970 0.970 0.970 0.970
(2,4,100) 0.955 0.950 0.960 0.955
(2,4,200) 0.960 0.960 0.960 0.960
(2,8,100) 0.955 0.950 0.960 0.955
(2,8,200) 0.955 0.950 0.960 0.955
(2,9,200) 0.955 0.950 0.960 0.955

T n RN AL, s NN R,
m R B

#£ 9 MLP AR 45

(H,0) e REE HEE  Fl
(50,tanh) 0.855 0.890 0.810  0.848
(50,relu) 0.870 0.911 0.820  0.863
(100,tanh) 0.870 0.911 0.820  0.863
(100,relu) 0.855 0.918 0.780  0.843
150,tanh) 0.860 0.900 0.810  0.853
(150,relu) 0.860 0.900 0.810  0.853

T H RIRFAEUZ IR D, ofon #E 4
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R 8  ADA BRI &E H

M, @) e KRR AR Fl

(50,0.01) 0.865 0.974 0.750 0.847
(50,0.1) 0.935 0.939 0.930 0.935
(50,1) 0.915 0.928 0.900 0.914
(100,0.01) 0.880 0.975 0.780 0.867
(100,0.1) 0.940 0.949 0.930 0.939
(100,1) 0.920 0.929 0.910 0.919
(150,0.01) 0.935 0.958 0.910 0.933
(150,0.1) 0.945 0.949 0.940 0.945

(150,1) 0.920 0.938 0.900 0.918

T MR RBHE, o R EG R

R 10 SVC BRI 25 5

(C.k) R KM%k BREFE F1
(0.1/inear)  0.850  0.850  0.850  0.850
(0.105)  0.675  0.664 0710  0.686
(Llinear) ~ 0.900  0.935  0.860  0.896
(1,rb) 0755  0.726  0.820  0.770
(10,linear) ~ 0.940  0.940  0.940  0.940
(10,15/) 0.865  0.869  0.860  0.864
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T 75 AR 51 B Z N A g R, IF A B B BT R R A SR AR S, B A “virus”“trojan”*scam
app”4E.

Gt R, 75 B4 3 303 MR AF, FH 3 026 NMMAYE G A BN, HorbEor A A g
HZ AN E SRR AT . BT, MDS {55 6624151114bad5628c7acd59fa2700c2 (1) 37 FAS I H (4R 15 o &
H“Virus™“Trojan” MI“PUA”E L B BARZE. N T #—0 TRR A FIBREARE B, AT IE B IR0 =
ML BCE A B A ROR S, G IR B0 AR S, 153 T A S B B AR A A . FRATTI R
2. IKARUS MBIFBENH&EZ, btk 58.2%. WAL R R, #R%N PUA (46.9%), Trojan (31.8%)F
Boogr (28.4%) MM A% E R %, HIK, AADEEAEIRINA Adlibrary (24.3%), Riskware (19.3%)5 {1, Rtk
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